Step by Step Gluster Setup
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NOTE: All bold italicized words are commands to be entered in the command line.

Preflight

Configuring your Network (Do on all Nodes)
Make use of the Network Management tool

o nmtui
Edit a connection
Enol and eno2 are onboard ports, other two are 10 GB NIC. Delete all interfaces to start fresh

Ethernet <Add>
ens15f8
ens15f1

enol
enoZ <Delete>

Add - Bond

Select the type of commection you wish to create.

DSL
Ethernet
Inf iniBand
Wi-Fi

<Cancel> <Create>

e Profile name & Device = bond0
Add Bond Slaves, your two 10GB NIC names (ens15f0 ens15f1) if applicable
Mode = Adaptive Load Balancing (alb)
IPv4 Config = Automatic if using DHCP, IPv4 Config= Manual if you want Static
See example below.



1 Edit Commection |

Profile name NGRS ETTIE)
Device [failils]

<Hide>

ensi5f1 <Add>
ens15f8
<Edit...>

<Delete>

Mode <Adaptive Load Balancing (alb)>
Link monitoring <MII (recommended)>
Monitoring frequency [
Link up delay
Link dowm delay

= IPv4 CONFIGURATION <Hide>
Addresses (ENTISTICYS TN <Terove>

Gateway
DNS servers <Remove>
<Remove>
<Remouve>

dearch domains <Add...>
Routing (Mo custom routes) <Edit...>

[ 1 Never use this network for default route
[ 1 Ignore automatically obtained routes

[ 1 Require IPv4 addressing for this connection

= IPvb CONFIGURATION  <Automatic> <Show>

[X] Automatically comnect
[X]1 Available to all users

Scroll down to Back, and then go to “Activate a connection”

NetworkManager TUI
Please select an option
Edit a connection

te a connection
Set system hostname

Quit

With “bond0” highlighted, go over to <Deactivate> and hit “Enter”. You will then see <Activate>
and then hit “Enter” again.

Bond (bond0)

1R AN LR D Y —

Then go down to Back, and then click OK to return to the command line.



e ip addr show = bond0 will show the IP address you can ping from the other servers.

[rootlglusterl “1#t ip addr show
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN glen 1
link-loopback BB:00:80:00:88:80 brd BB:00:.00:00:608:80
inet 127.8.8.1-8 scope host lo
valid_Ift forever preferred_Ift forever
inetb ::1-128 scope host
valid_Ift forever preferred Ift forever
: enol: <{NOD-CARRIER,BROADCAST,MULTICAST,UP> mtu 1588 gdisc mg state DOWN gqlen 1888
link-sether Bcic4:7a:b6biea:64 brd fF:FFFF:FF L FF
: enoZ: <NO-CARRIER,BROADCAST,MILTICAST.UP> mtu 1588 gdisc mg state DOWN glen 1888
linksether Bc:cd:7a:bbiea:65 brd FF:FF:fF:fF :fF:fF
¢ ensl5fB: <BROADCAST,MULTICAST,SLAVE,UP ,LOWER_UFP> mtu 1588 gdisc mg master bondB state UF glen 1888
linksether aB:36:9f :a2:8d4:28 brd ff:ff:ff:ff :ff:fF
: ens15f1: <BROADCAST.MULTICAST,SLAVE,UP,LOWER_UP> mtu 1588 gqdisc mg master bondB state UP glen 1888
linksether aB :9f a2:8d:2a brd £F:fF:ff:ff :Ff:fF
: bondB: <BROADCAST,MULTICAST,MASTER,UP,LOWER_UP> mtu 1588 gdisc noqueue state UP glen 1848
linksether aB:36:9f :a2:8d:2a brd ff:ff:ff:ff . ff:ff
inet 192.168.16.4-16 brd 192.168.255.255 scope global bondB
valid_Ift forever preferred_Ift forever
inetb feBB::bled:644d:5ee3:bV3-64 scope link
valid_Ift forever preferred Ift forever

e ping 192.168.16.4

[rootlPglusterl “1# ping 192.168.16.5

PING 192.168.16.5 (192.168.16.5) 56(84) bytes of data.
from 192.168.16.5: icmp_seq=1 tt1=64 time=HB.132
from 192.168.16.5: icmp_seq=Z tt1=64 time=B.165
from 192.168.16.5: icmp_seq=3 tt1=64 time=HB.121
from 192.168.16.5: icmp_seq=4 tt1=64 time=B.123
from 192.168.16.5: icmp_seq=5 ttl1=64 time=B.123

C

--— 192.168.16.5 ping statistics ——-

h packets transmitted. 5 received, B+ packet loss, time 4BHBm=
rtt minsavg-smax-mdev = B.121-8.13Z-8.165-8 .B2Z ms

Install Required Packages (On all nodes)
e cd/root

o s

[rootBglusterl “1# cd ~root
[rootlglusterl “1# 1

naconda-ks.cfg « 2.1-1 1 pm  preconf ig
[rootl@glusterl ~1# _

if preconfig isn’t there then wget images.45drives.com/gtools/preconfig

e ./preconfig —af

e YouU'll need to reboot the system, log back in as root, and then ./preconfig —af to finish the
install.

Configure Services

NTP
e Unless you have your own NTP server, or Active Directory, you can use the CentOS defaults.
e To edit, vim /etc/ntp.conf = press ito enter text, and the ESC key when done, followed by :wq



e systemctl enable ntpd
e systemctl start ntpd

e Test that all is working with ntpg —p = output should be the same format as below
[rootlglusterl “1# ntpg -p

t when poll reach delay offset

Ly . Ca ZB8.98.196.212

159.283.31.244 24.141.214.195

penguin. hopocoun 142 .66.181.13 32.27: 3.:
sanction.trebor 192.5.41.289 38.547 1d43.5084

Password less SSH
e vim /etc/hosts - and enter the IP and host name for all nodes being setup

127.8.8.1 localhost localhost.localdomain localhost4 localhost4.localdomaing
ot localhost localhost.localdomain localhostb localhost6. localdomainb
glusterl
glustere

e ssh-keygen —t rsa = (leave input blank just hit enter three times for simplicity)
e ssh-copy-id root@hostname - (Do for all hosts in /etc/hosts including itself)

Creating Storage

ZFS Storage Poll Setup (Do on every node)

Configure Drive Mapping

e dmap - options are as follows:
Controller:
= R750, r750, r (HighPoint R750)
= LSl Isi, | (LSI 9201 -24i)
=  Adaptec, adaptec, a (Adaptec HBA-1000i, ASR-81605Z)
= Rr3740, rr (HighPoint RR3740)

Chassis

= 30,45, 0r60

e Isdev - (Grey = empty slot, Orange = clean drive, Green = Drive in a storage volume)
[rootBglusterl 14 lsdev

i Disk Controller: HighPointR758 |
i DriverUersion: i




Build ZFS Storage Pool
e zcreate -n (insert pool name) -l (insert RAID level (raidz2 suggested)) —v (# of VDEVs) —b (build

flag)

Below is a table of our suggested VDEV configurations:

Chassis Size | Maximum Storage Efficiency | Maximum IO per Second

Q30 3VDEVs of 10 Drives 5VDEVs of 6 Drives
S45 3VDEVs of 15 Drives 5VDEVs of 9 Drives
XL60 4VVDEVs of 15 Drives 6VDEVs of 10 Drives

e now Isdev will show the slots are green
o systemctl enable zfs.target; systemctl start zfs.target
e vim Jusr/lib/systemd/system/zfs-import-cache.service
e change line “ExecStart=" to be “ExecStart=/usr/local/libexec/zfs/startzfscache.sh”
e mkdir fusr/local/libexec/zfs
e vim Jusr/local/libexec/zfs/startzfscache.sh and add the following in the file:
#!/bin/sh
sleep 30
/sbin/zpool import —c /etc/zfs/zpool.cache —aN
zfs mount —a
e chmod +x fusr/local/libexec/zfs/startzfscache.sh

Gluster Volume Setup

Create Bricks (Do on all nodes)
To set up a cluster with GlusterFS, you must break up your big ZFS storage pool into several bricks to
allow for the replication and/or distribution of data.
-Ais for an Arbiter brick. An Arbiter brick is a brick that will store filenames and metadata, but no
physical data. It is helpful in avoiding a split-brain, by knowing which file belongs to which brick etc.
-Cis for a CTDB brick. A CTDB brick controls the sharing of the clustered volume. If one server goes
down, the volume can still be access through the other servers etc.
There are a few things to consider when deciding how many bricks you want to create:

1. We recommend that a single brick shouldn’t be more than 100TB in size.

2. Your brick needs to be larger in size than any single file that you plan to store on it.

3. More bricks mean more processes, so it can handle more clients better.

o mkbrick —n (ZFS pool name) -C -A -b (# of bricks wanted)
e df—H - this will show you all that is mounted an you should see your Zpoo/Name/volX



[rootPglusterl ™14 df
Filesystem i

Firewall Ports
firewall-cmd --permanent --add-port=24007-24008/tcp
firewall-cmd --permanent --add-port=4379/tcp

firewall-cmd —reload

-H

Used Avail Usex

1.6G
a
a
3.7M
a
148HM
a
132k
263k
263k
263k
263k
263k

186G
176
176G
176G
176
3Z5M
3.4G6
Z88T
Z.26G
45T
45T
45T
45T

systemctl enable glusterd; systemctl start glusterd

2
B
B
1
B
14
B
j
1
1
j
1
j

Mounted on

s

sdew
sdeuss
ATun
’39
'hunt
srunsuser-H
szpool
szpool- ctdb

him

s/Ccgroup

szpool-uoll
szpool wolZ
szpool-wol3
szpool uwold

gluster peer probe HostName —> do this from one node, and probe all other nodes.

Creating your Gluster Volume (Only do on ONE node)

vim /root/vol.conf

Linked list (4 nodes, 4 bricks)

volume create tank repli
fzpool/voll/brick HOS
zpool/voll/brick HOST3

2\

zpool/voll/brick HOST4:/zpool/vol

zpool/vol3/brick HOST3

zpool/vol2/brick \
zpool/v

zpool/ \.rol-l- brick

zpool/vol3/brick HOST4:/zpool/vol4/brick \
4:/zpool/vol3/brick HOST1:/zpool/vol4/brick

gluster volume create tank
Jzpool/voll/bric
Jzpool/vol3/bric
fzpool/voll/brick
fzpool/vol3/brick HC
fzpool/voll/brick HO
Jzpool/vol3/brick HOST3:

HOST4:/zpool/vol1l/brick HOST4

T1:/zpool/vol4/b
2:/zpool/vol2/bric

pool/vol4/bri
pool/vol2/b
pool/vol4/b
pool/vol2/b

HOST4:/zpool/vol3/brick HOST4:/zpool/vol4/brick

force

gcreate -c /root/vol.conf -bX -nY-nZ...

X = # of bricks per node. VY,Z,...

Creating your CTDB Volume (Only do on ONE node)

vim /root/ctdb.conf

gluster volume create ctdb replica 2 N
glusterl:/zpoolsctdbsbrick gluster?: zpool- ctdb-sbrick %

force

Distributed Replica (4 nodes, 4 bricks)

gluafer -.!ol create tank repli

',-’zpool,-"-.!ol-#,-’brick HC

pool-’ voll, ’brln_k pool/voll/brick \
pool/vol2/brick \
pool/vol3/brick \
pool/vol4/brick
pool/voll/bric
? zpool/vol2/bric
pool-’-.rol ’brln_k HC zpool/vol3/bric
J/zpool/vold/brick HOST4: ,’r_pool-’-.!ol-}’brluk \

pool-’ vol3/brick HC

pool / -.rol 1/brick

= hostname of all other nodes.



NOTE: if using 3 servers or more, make it a replica 3.

e gcreate -c /root/ctdb.conf-b1-nY-nZ...
-b 1 (only one CTDB brick per node), Y,Z,...= hostname of all other nodes.
e mkdir /mnt/ctdb > /mnt/ctdb is just our example.
e echo localhost:/ctdb /mnt/ctdb glusterfs defaults,_netdev 0 0 >> /etc/fstab
e mount /mnt/ctdb

Firewall ports
e gluster volume status > this will output a table similar to the below

e firewall-cmd --permanent --add-ports=49152-49156/tcp
e firewall-emd --permanent --add-ports=2049/tcp
o firewall-cmd --reload



Sharing
Check to see if your CTDB volume is mounted with the df command.
Should say “localhost:ctdb” at the bottom of the output.

SMB
e mkdir /mnt/ctdb/files

e vim /mnt/ctdb/files/ctdb - enter the following information

TDB_RECOUVERY _LOCK=smmt.-ctdb..CTDBE-lockfile
TDB_NODES=retc.ctdb-nodes

TDE_PUBLIC_nADDRESSES=retcsctdb-public_addresses
TDB_MANAGES_SAMBA=yes_

e vim /mnt/ctdb/files/nodes - enter the IP addresses of all nodes being set up like below

192.166.16.4
192.168.16.5

o vim /mnt/ctdb/files/public_addresses = enter an IP which will be used to access the share
Ex: 192.168.16.160/16 bond0 (/16 is the Subnet Mask & bond0 is the interface)
e vim /mnt/ctdb/files/smb.conf 2 below is the basic config, you’ll need to adjust permissions

[gluster-tank] is the share name.

workgroup = SAMBA
security = user

passdb backend = tdbsam
printing = cups
printcap name = cups
load printers = yes
cups options = raw

[gluster-tank]l

comment = For samba share of volume tank

ufs objects = glusterfs

glusterfs:volume = tank

glusterfs:logfile = svar/log/samba/gluster-tank. log
glusterfs:loglevel = 7

path = /

read only = no

guest ok = yes

kernel share modes = No

e These files need to be on every node at the following locations:

- ctdb = /etc/sysconfig/ctdb

- nodes = /etc/ctdb/nodes

- public_addresses = /etc/ctdb/public_addresses

-smb.conf = /etc/samba/smb.conf

-This can all be done from one node using passwordless SSH:

Ex: ssh root@gluster2 “cp /mnt/ctdb/files/nodes /etc/ctdb nodes”

e touch /mnt/ctdb/files/.CTDB-lockfile
e firewall-cmd --permanent --add-service=samba; firewall-cmd --reload
e systemctl enable ctdb; systemctl start ctdb
o systemctl disable smb; systemctl disable nfs
e testparm - This will check the smb.conf file for any issues.



Creating Groups/Users to Access your SMB Share

Create a group which will be given access to the share = groupadd groupName

Create a user within that group = useradd username -G groupName

Add user to Samba database = smbpasswd -a username

Edit the smb.conf, in the share section to add = valid users = @groupName

If you only want one user to access the volume, do not include the -G option when creating the
user, and make valid users = username

mkdir /mnt/ctdb/files
vim /mnt/ctdb/files/ctdb - enter the following information

CTDE_RECOUERY _LOCK=,mmt. ctdb..CTDB-lockfile
CTDE_NODES=retc/ctdbsnodes

CTDBE_PUBLIC_ADDRESSES=retcsctdb-public_addresses
ICTDB_MANAGES _NF5-yes

vim /mnt/ctdb/files/nodes > enter the IP addresses of all nodes being set up like below

vim /mnt/ctdb/files/public_addresses = enter an IP which will be used to access the share
Ex: 192.168.16.160/16 bondO0 (/16 is the Subnet Mask & bond0 is the interface)
These files need to be on every node at the following locations:
- ctdb = df -H
- nodes = /etc/ctdb/nodes
- public_addresses = /etc/ctdb/public_addresses
-This can all be done from one node using passwordless SSH:
Ex: ssh root@gluster2 “cp /mnt/ctdb/files/nodes /etc/ctdb nodes”
touch /mnt/ctdb/files/.CTDB-lockfile
firewall-cmd --permanent --add-service=nfs
firewall-cmd --permanent --add-port=111/tcp
firewall-cmd --permanent --add-port=38465-38467/tcp
firewall-cmd --reload
gluster volume set (volume name) nfs.disable off
gluster volume set (volume name) nfs.rpc-auth-allow <ip range>
Ex: on a 255.255.0.0 Subnet, we put 192.168.*.* so anyone on network can access.
gluster volume set (volume name) nfs.export-volumes on
systemctl enable ctdb; systemctl start ctdb

systemctl disable smb; systemctl disable nfs

Creating Groups/Users to access your NFS share

Create a group which will be given access to the share = groupadd groupName

Create a user within that group = useradd username -G groupName

Set a user and group to be the owner of the share = chown username:groupName /mnt/tank
Mount on client using credentials:

mount -t nfs <externallP>:VolumeName -o username=X,password=Y /directoryOfChoice
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Firewall Cheat Sheet

Application

Add-port

NFS (RPC Bind)

111/tcp

Communication for Gluster nodes

24007-24008/tcp

GlusterFS NFS Service

38465-38467/tcp & 2049/tcp

Communication for CTDB

4379/tcp

Gluster Bricks

49152-4915X/tcp

Application Add-service
Samba samba
NFS nfs
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